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DETAILED ACTION 

Claims 1-30 have been examined and are pending. 

Information Disclosure Statement 
The IDS submitted on 8/23/2004 has been considered. 

Claim Objections 

Claims 1-4, 8, 9, 12, 14, and 20-23 are objected to because of the following 
informalities: 

1. Claim 1 recites "said analyzer" in the last line which should be " said at least one 
network analyzer" so as to be consistent with what was earlier recited. Claim 14 
contains a similar informality. 

2. Claim 1 recites "said keyset profile" in line 8, which should be "said single keyset 
profile". Claims 14 and 20-22 contain a similar informality. 

3. Claims 2, 3, 4, 8, and 12 recite "said profile" which should instead be "said single 
keyset profile" so as to be consistent with what is recited in claim 1 . 

4. "providing" in line 9 of claim 23 appears to be a typo. The examiner assumes it 
should be deleted. 

5. Claim 9 is improperly dependent on itself. It is assumed that claim 9 should 
depend on claim 8. 

6. As per claim 21 , the examiner believes "downloads" should be recited instead of 
"uploads". 

7. Appropriate correction is required. 
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Claim Rejections - 35 USC § 112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 1-13 and 23-30 are rejected under 35 U.S.C. 112, second paragraph, as 

being indefinite for failing to particularly point out and distinctly claim the subject matter 

which applicant regards as the invention. 

1 . "said profile containing said keyset to each of said plurality of access points" 
recited in the last 2 lines of claim 2 is indefinite. It appears applicant may have 
misworded the limitation. 

2. "said keysets" recited in claim 1 lacks antecedent basis. Subsequent recitation of 
"said keysets" in claims dependent on claim 1 also lack antecedent basis, i.e. see 
claims 4-7. 

3. Claim 10 recites "said computer" which lacks antecedent basis. 

4. "said keyset" in lines 8-9 of claim 23 lacks antecedent basis. 

5. Claim 25 recites "said encrypted data". It is unclear to which encrypted data is 
being referred, i.e. the ones recited in claim 23 or the ones recited in claim 25. 

6. Any claims not specifically addressed are rejected by virtue of dependency. 
Applicant is respectfully advised to check for any other informalities or indefinite 
limitations that the examiner may have inadvertently missed. 

Claim Rejections - 35 USC § 102 
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The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-2, 14, 16, and 20-21 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Balogh US 2001/0024953). 
Claim 1: 

Balogh discloses a computer network system having wireless components 
providing encrypted data transmission and receipt and comprising at least two wireless 
access points (Fig 1), said network having a different encryption keyset for each of said 
at least two access points (Fig 2 and paragraphs 24, 27, and 43). Paragraph 24 
discusses how each information sets can be called profiles. Figure 2 and paragraph 27 
show how each information set/profile has WEP keys associated with them. Paragraph 
43 discusses how a second access point may use a different information set/profile than 
a first access point. 

Balogh discloses at least one network analyzer (Fig 1, MS) connected to said 
network by a wireless network card (Fig 1 and paragraph 18), said network analyzer 
being adapted to decrypt data captured from said at least one of said at least two 
access points by said wireless network card (Fig 3 and paragraphs 27 and 35) wherein 
each of said keysets is grouped into a single keyset profile (Fig 2), said single keyset 
profile being used to decrypt all of said captured data without having to enter a key or 
keyset information into said at least one network analyzer (paragraph 29). 
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Note that paragraph 35 discusses that what is shown in Figure 3 is the mobile 
station communicating on the network of Figure 1 in infrastructure mode, which means 
the mobile station connects to the network via access points. Further, because WEP 
encryption is enabled on the network, communication between the access points and 
mobile station are encrypted, which implies decryption of the communication packets 
once the mobile station receives the packets from the access points. 
Claim 2: 

Balogh further discloses a plurality of access points (Fig 1 , AP1-4), each access 
point having a keyset that encrypts data to and from at least one user and said access 
point (paragraphs 27 and 35), said single keyset profile containing said keyset to each 
of said plurality of access points (Fig 2 and paragraphs 33-34). 

With a wireless network operation in infrastructure mode that uses encryption, 
both the mobile station and the access points each contain the keys/keysets needed to 
encrypt and decrypt packets sent between each other. 
Claim 14: 

Balogh discloses: 

1 . At least one wireless card adapted to communicate with the at least two wireless 
access points and capture data from the at least two wireless access points (Fig 
1 , MT and paragraph 1 8). 

2. A single keyset profile having a plurality of encryption keysets (Fig 2 and 
paragraph 24). 
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The rest of what is recited in claim 14 which details how the keyset and keyset 
profiles are used are not given patentable weight. As per MPEP 2114-2115, the 
patentability of an apparatus depends on its structure and not how it is used or any 
materials intended to be used with the apparatus. The limitations dealing with how the 
keyset and keyset profile are being used do not further define the structure of the 
claimed network analyzer. 
Claim 16: 

Balogh further discloses wherein each encryption keyset comprises at least two 
keys (Fig 2). Note the information set/profile shown in Figure 2 refers to keys. 
Claim 20: 

Balogh further discloses wherein said single keyset profile is stored on a 
computer accessible through said network (paragraph 29). 
Claim 21: 

Balogh further discloses wherein said network analyzer downloads said single 
keyset profile from said computer (paragraph 29). 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 



Application/Control Number: 10/673;698 Page 7 

Art Unit: 2135 

invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 3, 17, and 23-29 are rejected under 35 U.S.C. 103(a) as being 

unpatentable over Balogh US 2001/0024953). 

Claim 3: 

Balogh does not explicitly disclose in his invention wherein each access point 
utilizes a unique keyset, and wherein each single keyset profile contains each unique 
key set. However, Balogh discloses it was well known in the art to use different keys for 
different network (paragraph 3). Balogh discloses the network of Figure 1 being 
comprised of separate subnetworks (paragraphs 27 and 43). 

At the time applicant's invention was made, it would have been obvious to modify 
Balogh's invention according to the limitations recited in claim 3 such that each access 
point utilizes a unique keyset, and wherein each single keyset profile contains each 
unique key set in light of what Balogh teaches as being well known in the art. One 
skilled would have been motivated to do so because different keys are typically utilized 
in different networks (paragraph 3) and it would be more secure if each network used 
different keys. 
Claim 17: 

Balogh does not explicitly disclose in his invention wherein each key is unique. 
However, Balogh discloses it was well known in the art to use different keys for different 
network (paragraph 3). Balogh discloses the network of Figure 1 being comprised of 
separate subnetworks (paragraphs 27 and 43). 
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At the time applicant's invention was made, it would have been obvious to one 
skilled in the art to modify Balogh's invention such that each key is unique. One skilled 
would have been motivated to do so because different keys are typically utilized in 
different networks (paragraph 3) and it would be more secure if each network used 
different keys. 
Claim 23: 

Balogh discloses: 

1 . A step for establishing a keyset profile accessible by said analyzer module, said 
keyset having all keysets having all keysets being used by any of said at least 
two access points (paragraphs 24, 27, and 31). 

2. A step for receiving data from at least one of said at least two access points 
(paragraph 51). 

Balogh does not explicitly disclose the received data is encrypted and does not 
explicitly disclose a step for decrypting said received data by using said keyset profile, 
wherein said data is decrypted without manually entering keys or keystep information. 
However, WEP is utilized by Balogh's invention (paragraphs 22 and 27). This means 
that data sent between the mobile station and access point are encrypted and are 
decrypted once they reach their destination using the keyset profile. The multiple 
profiles are chosen automatically, thus data are decrypted without manually entering 
keys or keystep information (paragraph 33). 
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At the time applicant's invention was made, it would have been obvious to modify 
Balogh's invention as recited in claim 23. One skilled would have been motivated to do 
so because use of WEP means that data are sent in encrypted format and decrypted 
once it reaches its destination. 
Claim 24: 

Balogh does not explicitly disclose storing said decrypted data. However, official 
notice is taken that storing decrypted data was well known in the art at the time 
applicant's invention was made. It would have been obvious to modify Balogh's 
invention to store decrypted data. One skilled would have been motivated to store 
decrypted data so as to be able to use the data later without having to redownload. 
Claim 25: 

Balogh does not explicitly disclose a step for analyzing said decrypted data to 
identify any encrypted data. However, official notice is taken that data being encrypted 
multiple times (i.e. 3DES), thus requiring multiple levels of decryption, were well known 
in the art at the time applicant's invention was made. It would have been obvious to 
further modify Balogh's invention to include a step for analyzing said decrypted data to 
identify any encrypted data. One skilled would have been motivated to do so as it 
would allow one to identify any decryption error as well as identify data that requires 
further decryption. 
Claim 26: 

As per claim 26, official notice was taken in claim 25 that multiple levels of 
encryption was well known in the art, i.e. 3DES. As such, it would have been obvious to 
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also modify Balogh's invention to include a step for decrypting said encrypted data 
using a second keyset associated with said keyset profile. One skilled would have been 
motivated to do so because it would allow proper decryption of any packets that were 
encrypted multiple times or had errors during decryption and still requires decryption. 
Claim 27: 

Balogh further discloses a step for selecting said keyset profile for said at least 
two wireless access points (paragraph 33). 
Claim 28: 

Balogh further discloses a step for accessing said keyset profile at a location of 
said computer network remote from said analyzer module (paragraph 29). 
Claim 29: 

As per claim 29, Balogh does not explicitly disclose a step for decrypting said 
keyset profile and storing a decrypted version of said keyset profile local to said 
analyzer module. However, official notice is taken that decrypting data and storing a 
local version in decrypted form was well known in the art at the time applicant's 
invention was made. It would have been obvious to one skilled in the art to modify 
Balogh's invention according to the limitations recited in claim 29. One skilled would 
have been motivated to do so because the analyzer module needs a decrypted version 
of the keyset to enable proper communication between it and an access point. 
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Claims 4-13, 15, 18-19, and 22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Balogh US 2001/0024953) in view of Whelan et al (US 
2003/0219129). 
Claim 4: 

Balogh does not explicitly disclose wherein said keyset for each access point 
utilizes at least two keys, and wherein said single keyset profile contains each of said 
keyset. However, Whelan discloses the limitation (Fig 2, items 22). 

At the time applicant's invention was made, it would have been obvious to one 
skilled in the art to modify Balogh's invention according to the limitations recited in claim 
4 by incorporating Whelan's teachings. One skilled would have been motivated to do so 
because it would increase the security of the Balogh's wireless network because 
Whelan's teachings would make it impractical for a hacker to gather sufficient 
information to using any one key to decrypt the key (Whelan: paragraph 16). 
Claim 5: 

Balogh does not explicitly disclose wherein each of said keysets is unique. 
However, Balogh discloses it was well known in the art to use different keys for different 
network (paragraph 3). Balogh discloses the network of Figure 1 being comprised of 
separate subnetworks (paragraphs 27 and 43). 

At the time applicant's invention was made, it would have been obvious to one 
skilled in the art to modify Balogh's invention such that each of said keysets is unique. 
One skilled would have been motivated to do so because it is typical practice in the art 
for each network to have a unique keyset. This makes each network more secure. 
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Claim 6: 

As per claim 6, Whelan further discloses wherein each of said keysets uses at 
least 64 bit encryption (paragraph 131) 
Claim 7: 

As per claim 7, Whelan further discloses wherein each of said keysets uses at 
least 128 bit encryption (paragraph 131). 
Claim 8: 

Balogh further discloses wherein said single keyset profile is a file and said file is 
stored internally in said network analyzer (paragraphs 24 and 29). Whelan also 
discloses the limitation Fig 1 , item 28 and paragraph 55). 
Claim 9: 

Balogh does not explicitly disclose wherein said file is stored in an encrypted 
form on said network analyzer. However, Whelan discloses storing the file containing 
said list of keys in encrypted form (paragraph 120). At the time applicant's invention 
was made, it would have been obvious to one skilled in the art to further modify 
Balogh's invention such that the file is stored in an encrypted form on said network 
analyzer. One skilled would have been motivated to do so because encrypting the file 
increases security for the network. 
Claim 10: 

As per claim 10, Whelan further discloses wherein said profile is a file and said 
file is stored on said computer (paragraph 120). 
Claim 11: 
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As per claim 1 1 , Whelan further discloses wherein said file is stored in an 
encrypted form on said computer (paragraph 120). 
Claim 12: 

Balogh further discloses wherein said profile is a file and said file is stored on 
said network (paragraph 29). 
Claim 13: 

As per claim 13, Whelan further discloses wherein said file is stored in an 
encrypted form on said network (paragraph 120). 
Claim 15: 

Balogh does not explicitly disclose wherein each encryption keyset of said 
plurality of encryption keysets is a unique keyset. However, Whelan discloses updating 
and replacing keysets (paragraph 145). In light of this teaching, it would have been 
obvious to one skilled in the art to modify Balogh's invention such that each encryption 
keyset of said plurality of encryption keysets is a unique keyset. One skilled would have 
been motivated to do so because frequently rotating keysets with newer keysets 
periodically makes it impractical for a hacker to gain sufficient network traffic using any 
one key to decrypt the key (Whelan: paragraph 16). 
Claim 18: 

Balogh does not explicitly disclose wherein each of said plurality of keysets uses 
at least 64 bit encryption. However, Whelan discloses keys being at least 64 bit 
(paragraph 131). At the time applicant's invention was made, it would have been 
obvious to one skilled in the art to modify Balogh's invention such that each of said 
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plurality of keysets uses at least 64 bit encryption. One skilled would have been 
motivated to do so because larger key sizes allows for stronger encryption. 
Claim 19: 

Balogh does not explicitly disclose wherein each of said plurality of keysets uses 
at least 128 bit encryption. However, Whelan discloses keys being at least 128 bit 
(paragraph 131). At the time applicant's invention was made, it would have been 
obvious to one skilled in the art to modify Balogh's invention such that each of said 
plurality of keysets uses at least 128 bit encryption. One skilled would have been 
motivated to do so because larger key sizes allows for stronger encryption. 
Claim 22: 

Balogh does not explicitly disclose wherein said single keyset profile is stored in 
an encrypted form on said computer. However, Whelan discloses storing keyset 
profiles in encrypted form on a network computer (paragraph 120). 

At the time applicant's invention was made, it would have been obvious to one 
skilled in the art to modify Balogh's invention according to the limitations recited in claim 
22. One skilled would have been motivated to do so because storing keys in encrypted 
form would make Balogh's network more secure. 

Claim 30 is rejected under 35 U.S.C. 103(a) as being unpatentable over Balogh 
US 2001/0024953) in view of Cafarelli et al (US 6,697,337). 
Claim 30: 
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As per claim 30, Balogh does not explicitly disclose a step for displaying said 
decrypted data through at least one user interface. However, Cafarelli discloses the 
limitation (col 7, lines 41-52 and col 12, lines 19-56). At the time applicant's invention 
was made, it would have been obvious to one skilled in the art to modify Balogh's 
invention according to the limitations recited in claim 30. One skilled would have been 
motivated to display decrypted data through at least one user interface because it would 
allow a user to troubleshoot various problem with the wireless network and improve the 
network (col 12, lines 56-62). 



Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created 
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 
unjustified or improper timewise extension of the "right to exclude" granted by a patent 
and to prevent possible harassment by multiple assignees. A nonstatutory 
obviousness-type double patenting rejection is appropriate where the conflicting claims 
are not identical, but at least one examined application claim is not patentably distinct 
from the reference claim(s) because the examined application claim is either anticipated 
by, or would have been obvious over, the reference claim(s). See, e.g., In re Berg, 140 
F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 
USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 
1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 
F.2d 438, 164 USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 
USPQ 644 (CCPA 1969). 

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) 
may be used to overcome an actual or provisional rejection based on a nonstatutory 
double patenting ground provided the conflicting application or patent either is shown to 
be commonly owned with this application, or claims an invention made as a result of 
activities undertaken within the scope of a joint research agreement. 

Effective January 1 , 1994, a registered attorney or agent of record may sign a 
terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with 
37 CFR 3.73(b). 



Application/Control Number: 10/673,698 Page 16 

Art Unit: 2135 

Claim 14 is provisionally rejected on the ground of nonstatutory obviousness-type 
double patenting as being unpatentable over claim 1 of copending Application No. 
10/713,219. The main differences between the two claims is that claim 1 of the '219 
application additionally recites that the wireless card receives encrypted data on one or 
more channel and that the single keyset profile is stored in a data store. However, 
since the keyset profile recite in claim 14 of the current application is used to decrypt 
encrypted data received from different access points, it is obvious that the data received 
by the at least one wireless card of the current application is also encrypted and the 
keyset profile of the current application must be stored in a data store of the network 
analyzer since keyset profile is a component of the network analyzer. 

Claims 23, 25, 28, and 30 are provisionally rejected on the ground of 
nonstatutory obviousness-type double patenting as being unpatentable over claims 15, 
17, 22, and 24 respectively of copending Application No. 10/713,219. The main 
difference is that in independent claim 15 of the '219 application, encrypted data is 
saved to a data store in the second step. However, saving encrypted data to a data 
store was well known in the art and it would have been obvious to modify the claims of 
the current application such that encrypted data are saved to a data store. One skilled 
would have been motivated to do so because it would allow buffered processing of 
received data. 

This is a provisional obviousness-type double patenting rejection. 

Conclusion 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ponnoreay Pich whose telephone number is 571-272- 
7962. The examiner can normally be reached on 9:00am-4:30pm Mon-Thurs. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



Ponnoreay Pich 
Examiner 
Art Unit 2135 
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